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قیاس التشابھأدوات لستخدام إب حاالت التسلللسوداء  قائمةبناء   

 إعداد

يچاالطرقایناس ایمن   

 المشرف

 د. دمحم رسمي الموسى

 الملخص

) لتحدید أنواع IDSفي اآلونة األخیرة ھناك زیادة ملحوظة في أھمیة قدرة أنظمة كشف التسلل (

التسلل تستخدم كمنظور أمني جدیدة من التھدیدات والھجمات بدقة. علما بان ھناك أنظمة كشف 

رئیسي تھدف الى الكشف عن أي خروقات او تھدیدات لتلك المنظمات من خالل اتخاذ االجراءات 

الالزمة للحفاظ على مستوى األمان لمعظم ھذه المنظمات. وإذا ما تركت ھذه اإلجراءات األمنیة 

او تعطلھ. مع ذلك، في كثیر من للنظام الحالي دون حل، یمكن ان نتوقع  زیادة تكرار تلف النظام 

االحیان توجد قیود داخل أنظمة كشف التسلل مما یجعلھا غیر دقیقة في الكشف عن الھجمات. السبب 

الرئیسي لھذه الحالة ھي االنذارات الكاذبة. بصورة عامة، ولزیادة دقة أنظمة كشف التسلل الشاملة، 

لتالي، سیتم زیادة اإلنذارات اإلیجابیة الصحیحة. یجب ان یتم تقلیل اإلنذارات السلبیة الكاذبة. وبا

تقترح ھذه الدراسة نموذج قائمة سوداء جدیدة لمساعدة الباحثین في تعزیز دقة أنظمة كشف التسلل. 

بحیث یعمل ھذا النموذج المقترح بمثابة تحلیل أولي لمساعدة مطوري وباحثي نظام كشف التسلل 

ى دقة النظام. إستناداً الى الفحص التجریبي لعینة من تنبیھات لتعزیز اتخاذ القرارات، باالضافة ال

التسلل، انخفض معدل اإلنذارات السلبیة الكاذبة. ومن ناحیة أخرى، ازداد معدل اإلنذارات اإلیجابیة 

الصحیحة. وأظھرت النتائج التجریبیة أن النموذج المقترح یزید من نسبة الدقة  من نظام كشف 

أن تساعد مطوري وباحثي النظام للكشف عن تنبیھات تسلل دقیقة، وبالتالي التسلل، والتي یمكن 

ویأمل ھذا البحث أن القائمة السوداء للتسلل تظھر التزاما  تمكنھم من اتخاذ قرار مناسب للتسلل.

 مستمرار بتحلیل حركة مرور الشبكة بشكل أكثر كفاءة، ونظام كشف تسلل أكثر دقة.
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ABSTRACT 

Recently there was a notable increase in the importance of intrusion detection systems’ 

(IDS) ability to accurately identify new types of threats and attacks. Generally, IDSs are 

used as main security perspective in order to detect any breaches and to measures security 

level for most of the organizations. If current system security measures are left unresolved, 

increased frequency of system damage and/or crashes can be reasonably anticipated. 

However, limitations exist within IDS frequently rendering them inaccurate in detecting 

attacks; the primary reason for this has been false alarms. In general, to increase the overall 

of the IDS accuracy, the false negative alarms should be decreased. Thus, the true positive 

alarms will be increased. This research proposed a new blacklist model to help the IDS 

researcher to enhance the accuracy of the IDS. The proposed model acts as a preliminary 

analysis in order to assist the IDS developer and researcher to enhance the decision making 

as well as the accuracy of the IDS.  Based on experimental testing of sample intrusion 

alerts, the ratio of false negative alarms is decreased; On the other hand, the ratio of true 

positive alarms is increased. The experimental results showed that the proposed model 
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increases the accuracy ratio in average of IDS, which can help the IDS developer and 

researcher to detect accurate intrusion alerts, thereby enabling them to adapt a decision for 

the intrusion. This research hopes that intrusion blacklist shows continued promise in 

making analysis of network traffic more efficient, and IDS critically more accurate. 
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Chapter 1 

Introduction 

1.1 Overview 

Network security is the most important topic; it is accountable for securing all 

information passing through networked computers. Highly interconnected networks need 

some restrictions for accessing shared resources by unauthorized users. So, anybody does 

not have privileges can’t access them. For this, tools like firewalls, intrusion detection 

systems, etc. have been introduced and developed to maintain network security (Wang & 

Ledley, 2012). 

The reason of evolving in the field of network security is the ever-rising number of 

malware, Trojan horse, viruses and hackers against network infrastructures which makes 

protecting IT systems more important, which can be considered as a rich field for 

researchers being a wide range of multiplicity and evolution  in techniques and possibilities 

of attackers. In general, the main objective of security techniques system reviews network 

weaknesses and takes steps to maintain security and protect information corporate assets 

and intellectual property from spyware and other intruders (Al-Sammerai, 2011). 

Maintaining the network security systems and protecting information from intruders, 

and threats as spyware is important (Al-Sammerai, 2011). Besides, the system should not 

be damaged. This can be achieved by preventing intruders or unauthorized access from 

penetrating the network, and working on strengthening the network infrastructure. This 

leads to protecting the system, and keeping the confidential information away from 
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robbery, deletion or modification. In addition, the reduction of early breakthroughs is 

considered a proactive step to save time and money. 

Defensive security approaches such as Intrusion Detection System (IDS), and Intrusion 

Protection System (IPS) were developed to detect, prevent, and establish a perspective of 

network attacks (Elhamahmy, et al., 2010). Intrusion must be analyzed more intensively to 

generate accurate data profiles describing each attack and to establish a more suitable 

decision-making power within the IDS. 

Intrusion detection system mainly has two methods. Blacklisting depends on identifying 

the features of malicious code. Whitelisting depends on identifying correct code. Blacklists 

IDS are intended to protect large organization systems. The signatures of malicious code 

are collected from evidence about events reported through a variety of techniques, and 

through confidential reporting to the main security companies (Johnson, 2016). 

The blacklist of IDS depends on a signature that describes the behavior of known 

intrusion. It used to detect and to record features of intrusion containing file names, content 

patterns, types etc.. This technique can be used in a variety of resources. Blacklist regularly 

has to be updated to have effective safe system (Johnson, 2015). 

This research shows the need for enhancing the accuracy of the IDS through improving 

the analysis of the network traffic. The improvement includes building a blacklist that 

contains intrusions similar to most known attacks as Trojan threats.   

1.2 Problem Definition 

The increasing skill of attackers, give them abilities to create previously unknown 

threats. IDS is not adequately equipped to detect new attacks and besides failing to detect 
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these, it initiates false alarms (Al-Mamory & Zhang, 2009). In short, the limitations of the 

IDS make detection of attacks inaccurate. Strategically, increasing the true positive alarms 

and decreasing false negative alarms will help IDS developers to increase detection 

accuracy.  

Therefore, increasing the ratio of true positive alarms to enhance the impact of IDS 

accuracy is difficult because there are a lot of new intrusions that IDS could not detect or 

sometimes classified as true positive. 

The main challenge faced by this research is to design a series of processes that work as 

a pre-analysis of the network traffic in advance to enhance the decision making, also to 

increase the overall accuracy of the IDS. This challenge is phrased as the following 

research problem: 

How a blacklist model that analyzes network traffic can be designed? 

Addressing this problem requires a new process model to analyze network traffic. The 

model proposed in this study involves designing a set of processes and algorithms that use 

intrusion alerts to classify these alerts and establish similar intrusion list which reserved 

into an intrusions blacklist. 

1.3 Research Aim, Objectives and Scope 

The aim of this research is to propose a new blacklist process model to pre-analyze network 

traffic and help the IDS researcher to increase the overall of the accuracy. The work is 

divided into the following three main objectives:  
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1. To filter the intrusion alerts of network traffic through a set of processes that 

identifies the level of the priority of alerts. Intrusion alerts will be filtered to better 

understand the serious suspect of the intrusions.  

2. To extract useful information through establishing similar intrusions' alerts and 

weighting the score of selected features which were estimated with predefined 

Trojan list and training data. The information will be used to enhance the decision 

making. Furthermore, the accuracy of the established value will be used to increase 

the ratio of the true positive alarms, and decrease the ratio of the false negative 

alarms. 

3. To evaluate the new blacklist process model. The new model will show the 

significance of pre-analyzing the network traffic and establishing similar intrusions 

in increasing the accuracy ratio of the IDS.  

The scope of this research focuses on the pre-analyzed network traffic. This research 

analyzes network traffic to clearly filter the intrusion alerts based on the priority level for 

each alert and estimate the similar features of the intrusions, there by supporting the IDS 

developer and researcher to increase the accuracy ratio. 

1.4 Thesis Contribution 

This research contributes a new model for pre-analyzing network traffic to filter intrusion 

alerts and establishing similar intrusions from a predefined dataset, thereby increasing the 

ratio of true positive alarms as well as decreasing the ratio of the false negative alarms. This 

contribution helps the IDS developer and researcher by increasing the accuracy ratio of 

IDS. The contributions are as follows:  
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1. A set of processes to filter the intrusion alerts of network traffic by determining the 

level of alerts priority.  

2. Creating a new predefined database that contains the most Trojan attack. 

3. A new algorithm called “Weighted Alert Features Algorithm” to establish intrusion 

alerts based on the weighted score Boolean measurement. The algorithm integrates 

the filter process and predefined database to add useful information in order to 

enhance the decision making.  

4. A new algorithm called “Blacklist Similarity Algorithm” to establish intrusion alerts 

based on the Jaccard similarity method with using the match Boolean. The 

algorithm integrates the filter process and predefined database to add useful 

information in order to enhance the decision making.  

5. A new model to analyze network traffic and evaluate the enhancing of IDS accuracy 

through network security tools and blacklist database. The new model increases the 

accuracy of the IDS by increasing the ratio of the true positive alarms, and 

decreasing the ratio of the false negative alarms. 

1.5 Thesis Organization 

This thesis is made up of five chapters; chapter1 the introductory which has described the 

problem definition, objective and our contribution. 

Chapter2 is the background and literature review which has defining of the network 

security, computer network attacks, security tools; firewall and IDS includes types, 

architecture and methods and similarity techniques. 
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Chapter 3 this section explains the proposed model including the training phase; the 

creation of predefined dataset and testing phase; the weighted alert features algorithm and 

the blacklist similarity algorithm description, also how it helps in building up intrusion 

blacklist.  

Chapter 4 shows the output of proposed model, starting from analyzes and detection 

network traffic and records them in log file, then using its features to make exact matching 

using weighted score Boolean similarity and jaccard similarity coefficient which return 

weighted and similar features for the new alerts in blacklist and evaluates the results.  

Finally chapter 5 the conclusion, future works and limitation will be discussed. 
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Chapter 2 

Background and Literature Review 

2.1 Introduction 

This chapter starts with an overview on network security, categories and types of 

computer network attacks, followed by classification of Intrusion Detection Systems (IDS), 

its methods, architecture and limitations. Also it contains brief description about network 

security tools such as snort. Finally, similarity techniques are discussed. 

2.2 Network Security Perspective 

There are various types of procedures and tools contained by the security environment to 

offer a layered line of defense accordingly if an attacker has ability to pass one layer, the 

other layer will protect the network. The most common network security tools are firewalls 

and intrusion detection systems. 

2.2.1 Firewalls 

Firewalls are very important part or tool of the network security. It located at the edge 

between two networks. A firewall function is filtering network packets. It can help to 

protect the network from outside attacks; intrusions, but it cannot protect the network from 

inside attacks; misuses. The purpose from developed firewall is to raise the network 

security level and to stop or slow the propagation of dangerous activities. 

However, firewalls are not completely efficient for protecting network from viruses, worms 

and Trojan horse. It can't alert the network security manager when attack takes place into 
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the network [(Ingham, et al., 2006), (Zaman, 2009)]. Figure 2.1 illustrate firewall location 

in a network. 

 

Figure 2.1: Illustrate Firewall Location in a Network (Firewall, 2006) 

2.2.1.1 Firewalls Limitations 

Although firewall considers one of very important security tools, yet it cannot make a fully 

secure network, because of its limitations. Following are some of firewall limitations: 

 Incorrectly configured by administrator  

 Completely new intrusions  

 Internal malicious activities 

 Some traffic types would bypass the firewall entirely 

For that the IDS must be located behind the firewalls as a second line of defense, whereas a 

firewall refers to be as first line of defense. An IDS is developed to complete the firewall 

work and detect attack that bypass firewall (Zaman, 2009).  
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2.2.2 Intrusion Detection Systems 

An IDS is a protection software tool used to detect previously known attacks and it can 

be considered as second stage of defense and complement for security measures. It’s 

developed to guard information and shared resources from unauthorized users by monitor 

the network, detect malicious code and return notification alarm, at such times; False 

Positive Alarms (FPA) becomes registered as attacks from normal incoming traffic whilst 

False Negative Alarms (FNA) wrongly fails to register attacks from abnormal packets. 

Performance of IDS can be measured depend on accuracy parameter which is ability of the 

system to detect attack properly and produce false alarm. Other parameters are 

completeness, fault tolerance and timeliness (Gandhi, 2014). 

2.2.2.1 Classification of IDS 

IDSs can be classified according to the detection method and architecture (Pathan, 2014). 

2.2.2.2 Detection Methods 

Mainly there are two methods or approaches to detect the intruders that are Anomaly 

detection (behavioral) and Misuse detection (signature-based/rule-based). 

1. Anomaly Detection 
 

Anomaly detection system creates a line of normal behavior based on profiles. Any income 

activity which different from that line the system reported as a possible intrusion. These 

differences give ability to the system to detect anomalous activity, which may identify 

previously unknown attacks (Gandhi, 2014). 
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2. Misuse Detection 

Misuse detection system based on well-known attack of unauthorized activities. It uses 

signatures database to identify similar type of intrusion. Also this system is called signature 

detection (Gandhi, 2014). It works similar to anti-virus software. These signatures are also 

known as rules. These signatures database may not be up to date, which makes signature 

detection cannot detect unknown attacks (Nascimento, 2010). 

Figure 2.2 show the deployment of signature based IDS. 

 

Figure 2.2: Signature Based IDS Deployment (Gadbois, 2011) 
 
 
Both of Misuse detection and Anomaly detection have advantages and disadvantages. None 

of these methods is fully adequate. False alarms are one of their main disadvantages. The 

main disadvantage of Misuse detection; it is unable to detect untrained attacks or attacks 

that are not have been modeled.  Whereas the main advantage of Anomaly detection; it is 

able to detect the novel attacks or unknown attacks. But the disadvantage of anomaly 

detection; it may not to detect well-known attacks [(Chebrolu, 2005), (Valeur, et al., 

2004)]. 
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The intrusion detection community has developed a number of different IDSs that perform 

intrusion detection in hosts or networks domain, in specific environments at in different 

levels of abstraction. Analyzing an increasing number of alerts resulting from the analysis 

of different event streams are performed by network security administrators (Valeur, et al., 

2004). 

2.2.2.3 IDS Architecture 

There are two types of intrusion detection systems that can be used to serve one or both of 

the intrusion detection methods. The first type is Host-based intrusion detection systems. 

The second type is Network-based intrusion detection systems.  

1. Host-based intrusion detection (HID) 

A Host-based IDS (HIDS) observes data on a single host. It collects and analyzes data 

produced on system or host. These collected data can be analyzed locally or remotely 

using central analysis engine. The HIDS is effective to discover modified file from 

unauthorized users. This type of IDS is less prevalent, since it operates and shares same 

hardware/resources with current system (Gandhi, 2014). As shown in Figure 2.3 
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Figure 2.3: Host Based IDS Deployment (Modi, et al., 2013) 

 
2. Network-based intrusion detection (NID)  

A Network -based IDS, a packet sniffer, passively observes, checks and analyzes the 

packets pass on the network. It depends on set of rules in determine and address the 

captured data packets if it was a malicious or not. NIDS considers as second line of 

defense and actives towards network attacks. At the present time it makes use in almost 

all information technology infrastructures (Nascimento, 2010). Figure 2.4 shows 

Network based IDS deployment. 

 

Figure 2.4: Network Based IDS Deployment (Modi, et al., 2013) 
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2.2.2.4 IDS Limitations 

False Alarm: The main problem with IDS is that it can create false positives easily and this 

adversely affects security. Identifying the real alarms from the huge volume of false alarms 

is a hard task for security officers. Thus, reducing false alarms is a critical subject in IDS 

efficiency and usability. IDS trigger an alert if there is an infected packet. Thus an alert is 

the result of IDS testing for activities on network to identify and distinguish between real 

attacks or non-attacks. 

There are four types of alarm that IDS might raise as is explained below: 

 True positive (TP): it detects and alerts user when intrusion is done.  

 True negative (TN): it does not alert user when no intrusion occurs. 

 False positive (FP): it wrongly detects and alerts user when no intrusion occurs. 

 False negative (FN): it does not detect and not alerts when intrusion is done 

(Gandhi, 2014). Figure 2.5 shows alerts types. 

 
Figure 2.5: Main Types of Alerts 

2.3 Network Security Tools 

The aim of security tools is to defend the network from attacks and threats. These tools 

divided into many categories. Each tool performs a certain function. Some tools using for 
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packet sniffers or for vulnerability scanners or for IDS, and so on. Here we have look at 

short list of the most common tools as it is shown below: 

1) Nessus: is the global standard for efficiently prevention of network attacks, 

identifying vulnerabilities and detecting configuration issues that hackers use to 

enter the network. Nessus has been used by more than one million users worldwide 

making it the world leader of assessments of vulnerability, security configuration, 

and compliance with safety regulations. It is one of the most popular and capable 

vulnerability scanners, particularly for UNIX system. The power and performance 

of Nessus, combined make it a compelling choice for a vulnerability scanner. A free 

“Nessus Home” version is also available, though it is limited and only licensed for 

home network use. It is constantly updated, with more than 70,000 plugins. Key 

features include remote and local (authentication) security checks, a client/server 

architecture with a web-browser interface, and an embedded scripting language for 

writing your own plugins or understanding the existing ones [(Wang, 2012), 

(Nessus, 2015)]. 

2) Wireshark: known as Ethereal and packet sniffer, is a fantastic open source multi-

platform network protocol analyzer. It captures and decodes packets of information 

from a network. It allows the user to examine data from a live network or from a 

capture file on disk and translate the data to be presented in a format the user can 

understand. The user can interactively browse the capture data. Wireshark has 

several powerful features, including a rich display filter language and the ability to 

view the reconstructed stream of a TCP session. It also supports hundreds of 

protocols and media types. A tcpdump-like console version named tshark is 
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included. It is a valuable tools for administrators to diagnose and troubleshoot 

problems with and discover information such as: 

 Troubleshooting network issues and locating bottlenecks 

 Network intrusion detection 

 Log network traffic for forensic analysis 

 Discovering a denial-of-service (DoS) attack 

It can also be used by intruders to obtain unauthorized information such as: 

 Capturing usernames and passwords 

 OS fingerprinting 

 Capturing sensitive or proprietary information 

 Network mapping[(Wang, 2012) , (Bradley, 2015) ] 

3) Tcpdump: a network sniffer is a powerful command-line packet analyzer; and 

libpcap, all used it before Wireshark, and many of users continue to use it 

frequently. It may not have the bells and whistles (such as a pretty GUI or parsing 

logic for hundreds of application protocols) that Wireshark has, but it does the job 

well and with less security risks. It also requires fewer system resources. While it 

doesn't receive new features often, it is actively maintained to fix bugs and 

portability problems. It is great for tracking down network problems or monitoring 

activity. There is a separate Windows port named WinDump. TCPDump is the 

source of the Libpcap/WinPcap packet capture library, which is used by Nmap 

among many other tools (Wang, 2012). 
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4) Snort: is one of the most well-known and widely used, free and open source, 

network intrusion detection and prevention system excels at real-time traffic 

analysis and packet logging on IP networks. Through protocol analysis, content 

searching/matching, and various pre-processors, Snort detects thousands of worms, 

vulnerability exploit attempts, port scans, and other suspicious behavior. Snort uses 

a flexible rule-based language to describe traffic that it should collect or pass, and a 

modular detection engine (Wang, 2012). 

Snort is an open source Network Intrusion Detection System (NIDS) which is available free 

of cost. It is a tool for small, lightly utilized commercial NIDS sensors deployed networks. 

Snort has the capability to log data collected (such as alerts and other log messages) to a 

database. 

Snort is logically divided into multiple components. These components work together to 

detect particular attacks and to generate output in a required format from the detection 

system. These components are: 

1. Packet Decoder 

2. Preprocessors 

3. Detection Engine  

4. Logging and Alerting System 

5. Output Modules 

Figure 2.6 shows how these components are arranged. Any data packet coming from the 

Internet enters the packet decoder. On its way towards the output modules, it is either 

dropped, logged or an alert is generated (Rehman, 2003). 
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Figure 2.6: Components of Snort (Rehman, 2003) 

2.4 Similarity Techniques 

The similarity measurement is an essential function to find similarity and dissimilarity 

between different objects in many scientific fields. There are many techniques to compute 

this comparison between different objectives. However the use of these techniques is reliant 

on the distinctive features of data (Zaka, 2009). 

Similarity measure can also be defined as “the concept which helps people to know how 

much two things are similar” (Kaur, 2010).  At first the level of similarity should calculate. 

Since it is high, the objects are more similar to each other. 

There are some properties of similarity measure such as; similarity measure can be the 

similarity between two objects. All of similarity measures should be at range [-1, 1] or [0, 

1], where 0 or -1 shows least similarity (Dissimilarity) and 1 shows highest similarity. 

However, the perfect similarity does not existing yet. 
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The following are some techniques in similarity measurements: 

1. Euclidean Distances 

The most known distance measure is an n-dimensional Euclidean space where points are 

vectors of n real numbers. The Euclidean distance between two points usually is a positive 

number, since the calculated square root is positive. The ordinary distance measure in this 

space, which is defined:  

	 , , … , , , , … , 																																 1  

That is the square of distance in each dimension, sum the squares, and take the positive 

square root. The first three needs can be met easily to prove the distance measure 

(Leskovec, 2014). 

2. Boolean Model 

It is based on the set theory framework; it is the simplest form of an IR model. AND, OR 

and NOT are typical operations and often referred to as an exact match model. Easy to 

implement and computationally efficient is the simple Boolean retrieval model, though it 

has certain disadvantages such as no partial matching but rather an extreme output of either 

logical ‘match’ or ‘no match’ (Zaka, 2009). 

3. Extended Boolean Model 

Through the ability of assigned weight, and use of positional information, the Extended 

Boolean model adds value to simpler model. The weights added to objects help create a 
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ranked output and this can be achieved by combining vector model characteristics and 

Boolean algebra. The absence of structural characterization in vector based systems model 

addresses a strict interpretation of information association in this Boolean model. The 

extended model performs better than both ordinary Boolean and vector space based IR 

models. It found to enhance the simple Boolean model. Accordingly many of modern 

information retrieval systems use this model (Zaka, 2009). 

4. Jaccard  

The Jaccard index, also called the Jaccard similarity coefficient, is a statistic utilized for 

comparing the similarity, non-similarity and distance of data sets. The Jaccard similarity 

coefficient consequence is the number of common features in two sets divided by number 

of all distinct features in two sets. As shown below. The index uses presence-absence data 

,
| ∩ |

| ∪ |
																																																																	 2  

Jaccard distance is non-similar measurement between data sets. It can be defined by the 

inverse of the Jaccard coefficient which is gotten by subtract the Jaccard similarity from 

(1). It is equivalent to a cardinality of union minus by a cardinality of intersection divided 

by a cardinality of union as presented below. 

, 1 ,
|A	 ∪ 	B| |A	 ∩ 	B|

|A	 ∪ 	B|
																																													 3  

Viewing the features of an object in a binary format allows user to measure the similarity 

more effectively by defining the two objects A and B containing number of features. The 

Jaccard similarity uses a measure of the share features of both objects A and B though all of 

the objects A and B given by 0 and 1 respectively (Niwattanakul, et al., 2013). 
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The Jaccard coefficient that proposed at 1901 is still generally utilized as a part of the 

different fields (Choi, 2010). 

5. Hamming Distance 

The Hamming Distance is mainly used in error-correcting codes in fields such as 

telecommunication and coding theory. It brings two strings with equal length and computes 

the number of positions where the characters are distinctive. It calculates minimal number 

of replacements expected to make one string into another. Some examples below clarify 

that hamming uses replacement only:  

100000 and 101010 = 2  

“Jumbo” and “Dudmo” = 3   

The advantage; it is very simple to use, execute and work with. Otherwise, hamming can't 

be executed on two distinct strings in lengths as algorithm [(Hamming distance, 2015), 

(Ali, A. 2011)].  

6. Cosine Similarity 

The typical way of measuring the similarity between two objects  and  is to compute 

the cosine similarity of their vector representations and measure the cosine of the angle 

between the vectors.  

	 ,
.

| || |
																																												 4  

While the denominator is the result of the vectors’,  and , the numerator 

demonstrates the dot result which is the inner result of the vectors. The effect of the 

denominator is to length- standardize the two vectors to unit vectors:  
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| |
	 	

| |
																																																				 5  

The result of the angle will demonstrate either the angle is 0 between the vectors which is 

mean the cosine function is 1 and the two objects are the same, or the angel is any other 

value then the cosine function will be less than 1. If the angle equal -1 then the objects are 

totally distinctive. Subsequently this way by computing the cosine angle between the two 

vectors chooses if the vectors are indicating in the same direction or not. 

 

Literature Review: 

Author of paper (Sharma, 2011) has introduced Tanimoto based similarity measure for 

HIDS using binary features for training and classification. The k-nearest neighbor classifier 

used to classify a given process as attack or not. The similarity measures used to compute 

values between processes. Tanimoto based similarity has been performed less false positive 

rate.  

Paper (Rasmi, 2012) has proposed an Agile Similarity Attack Strategy model that estimates 

the similar evidence between a new criminal case and previously known cases. The model 

uses the classification method based on a relation between attack evidence priorities with 

evidence group values. Besides, the model uses a cosine similarity as a distance-based 

similarity measure to improve the quality of decision making. 

 (Zwick, 1987) Has studied many measures of similarity among fuzzy sets. The motivations 

behind these measures are both geometric and set-theoretic. Through a behavioral test 

found their rendering estimation. For primitively classify pairs of fuzzy concepts as similar 

or dissimilar. 
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(Mitra, 2002) has introduced a new feature selection algorithm based on similarity measure 

between features, called maximum information compression index. The method is fast, 

remove redundancy in dataset also can take large dataset in both dimension and size. 

Nikolova (2012) has performed intrusion detection by using some similarity coefficients 

with a purpose to measure the similarity between the normal activity and the current one. 

The proposed method yields reliable and steady results. 

Research by (Meng, 2011) has presented a context-aware packet filter scheme that contains 

a blacklist technique reliant on IP domains to help filter network traffic. Moreover, it used 

method of statistic-based blacklist generation that will adjust and update the blacklist 

contents. 

Soldo (2010) has proposed a multilevel prediction model that uses precisely for the attack 

predicting problem. This model focuses on taking and combining various factors, namely: 

attacker-victim history and attackers or victims interactions. The result of the similarity is a 

predictive blacklisting. It is a list of prolific attack sources are collected and shared. 

Blacklist techniques are intended to predict and prevent future attack. 

The blacklist in (Gelenbe, et al., 2012) contains attackers identified to all nearby 

communication nodes. The collective blacklist is used to send an emergency message to 

inform other nodes about the exist attackers and to prevent them from exploit the 

weaknesses in system. 

A mutable blacklist has executed by proposed protocol by (Saini & Singh, 2012) to work as 

proactive mechanism. The blacklist preserves lists contain the previously known faulty 

nodes which propagated to others, so that the correct nodes will not base on decision from 

faulty nodes. Consequently it reduces the participation of faulty nodes in serious decision 

making. 
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Paper (Hwang, et al., 2007) introduced three-tier architecture of IDS. The first tier builds 

blacklist that is acting as misuse detector and filtering out the known attacks from the 

traffic. Second tier builds whitelist that act as anomaly detector. Third tier is a multi-class 

classifier uses support vector machine to combine between two ties and to complete task. 

The proposed architecture performs flexibly that allows network manager adding new 

signatures to the blacklist also adequately allows network manager tuning according to the 

environment of their network system and security policy.  

The IDS is evaluated by depending on its ability to make an accurate detect of attacks. A 

new instance misclassification of attack by (Elhamahmy, et al., 2010) is to represent the 

cases of wrong detected attacks. This new instance shows that it is effective and achieves 

deep understanding of the IDS performance, and makes it more accurate to compare 

different IDSs. 

2.5 Summary 

In this chapter, different literatures have been discussed. This thesis uses intrusion detection 

to monitor and to secure network traffic. It will practice analysis, detect, filter, weight and 

similarity stages, and we use techniques such as exact matching Boolean to find the 

similarity and weight between two datasets. Next chapter will explain how each phase of 

proposed model works. 
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Chapter 3 

Blacklist Process Model 

3.1 Introduction 

Protecting data is a critical form of information security so it must have strong 

infrastructure facilities by constant improvement to hold off the external attack or attacker 

since anti-virus and firewall are not sufficient to protect the system. Intrusion Detection 

System (IDS) is another important component in information security systems. The 

intrusion blacklist which will be prepared by this research will support and help the 

developer and researcher to enhance the decision making as well as the accuracy of IDS. 

This chapter describes each part of blacklist model which can be explained in two phases: 

the first shows training phase where the predefined dataset will be created. The second 

shows testing phase which includes two proposed algorithms weighted alert features and 

blacklist similarity. The results of testing phase will combine to create blacklist DB. this 

result will be used as pre-analysis later for IDS. In the second part, the blacklist database 

will be defined. 

3.2 Intrusion Blacklist Model 

This section presents details about a new proposed model called the intrusion blacklist 

model. The proposed model as shown in figure 3.1 includes six processes; i.e. collection, 

analysis, detection, filtration, weighted and similarity. However, each process of this model 

performs a specific task. Ultimately, these processes incorporate with each other to 

construct the complete system. The proposed model adopts network capturing tools such as 
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Wireshark and Snort as Network Intrusion Detection Systems (NIDSs). Network traffic is 

captured in the initial process through network capturing tools, which normally produce a 

huge array of security data. It is used in next process as input. In process two network 

analysis tool is used for deep packet analysis in order to produce high-level attack 

information. This analysis leads to detection process where finding abnormal packets. 

Attack information including priority level is used to filter the data based on priority level 

in the filter process. The highest priority dataset which is the result of filter process is 

compared with Trojan list to produce the pre-define database. There are two inputs in the 

similarity algorithm, the last process, the first input is a pre-define database, and the second 

input is the output from filter process. The result of this process is the blacklist database 

which contains high priority Trojan. And these series of processes which will lead to 

updating the intrusion blacklist. 

This study will be empirical, using network security tools as Snort, Wireshark …etc.. The 

network security tools will be used to monitor and collect network traffic as well as to 

analyze traffic to detect new intrusions. One or more of these tools will be used in each 

process (either in stand-alone status or collaboratively with tools from other software 

packages which were tested working alongside Snort); there will be a series of processes 

which will lead to updating the intrusion blacklist.  
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Figure 3.1: Blacklist Model 
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3.3 Training Phase  

Where we used a simple data sample DC11 (size 2 gigabytes) contain unknown traffic. It 

has been deeply analyzed using Snort tool as has already been explained. It has obtained 

readable text file (alert.ids) which contains several properties. Including priority property 

where created by Snort rules. The highest priority alert has been chosen as a filteration 

phase for traffic. The data is stored in the SQL database.  

It also used Trojan horse dataset (1335 ports). It collected from private IT security site that 

contains Trojan information (Simovits, 2012). Then it stored in the SQL DB. 

3.3.1 Network Traffic 

Network Traffic is a data packet traveling across the network that refers to a specific 

transaction message, record or user which could be any type of data to exchange 

information between two or more parties. In general, network traffic passes information 

about the user as part of protocol data. Practically, network traffic captured as a data packet 

which consists of multiple fields.  Figure 3.2 shows packet IPv4 structure and some of its 

fields. 
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Figure 3.2: Visual Representation of The Structure of an IPv4 Packet (Fedele, E., 2014) 

3.3.2 Collection Process 

The first step of the model is the data collection process. The packet captured from the 

network are using network logging or capturing tools. These tools convert network data 

into a coded form or log file. Network traffic can be collected and captured in two ways:  

1) Online, fresh traffic which is collected in real time using network monitors and capture 

tool. 

 2) Offline, using a dataset contains previously collected network traffic.  

The capture of this traffic will be routed for analysis in next process. 
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3.3.3 Network Analysis Process 

The packets will be analytically read using tools include libraries such as libpcap, in 

advance to extract features according to the rules of the network traffic analyzer such as 

Wireshark. This process is important because all subsequent processes will rely upon it. As 

shown in figure 3.3, the output of this phase will define, which traffic is normal and which 

is abnormal. This information, specially an abnormal traffic, is helpful in order to analyze 

and follow-up the serious attacks. Hence, the deliverables from of this process will be used 

in the next process to detect the intrusion alerts. 

3.3.4 Alert Detection Process 

During the detection process, as shown in figure 3.3, operations are performed relying on 

the previous phase to detect abnormal activity and possible attacks from the packets which 

introduced from the network traffic. The detection performed by matching features of the 

packets with predefined rules of intrusions features. This process is one of the main stages 

in NIDS since it takes responsibility assigning a proper action in response to each case 

intrusion; either log the packet or send an alarm notification. Naturally, if the packet is 

normal, it will be ignored.  

Once the full process is concluded, an output is a readable text file. The text file logs all 

alerts generated by NIDS. However, the rules of the NIDS can be controlled and amended 

by the user to improve result over time (Zaman, 2009). 
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Figure 3.3: Analyze and Detect Process 

3.3.5 Filter Process 

In the filter process, the input is the result from the previous process. Figure 3.4 introduces 

the sub-process which filters the detection alerts. It contains alerts where the NIDS 

generates many alerts some of which will be irrelevant. During this stage, abnormal packets 

will be noted if categorized as a serious attack or not.  
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Categorization alerts sorted by priority rules indicate the level of the attack. Priority rules 

might be high or medium or low profile (Rehman, 2003). However, a low priority rule 

generates a low priority alert (Rehman, 2003). In this process, the highest priority value is 

used to locate the type of attack, which can help to detect clearly a serious attack and 

minimize false alarms. The features of suspicious threats will be extracted from intrusion 

alerts based on highest priority value in order to store it into the database. 

 
Figure 3.4: Filter Process 

3.4 The Predefined Dataset  

The predefined dataset contains the known types of attacks in advance. It contains a large 

number of attack signatures, not integrated and must be constantly updated. Thus, IDSs can 

match activities with large collections of attack signatures. It helps in assigning better 

efficient decision-making, to prevent possible future attacks. It is obtained known database 
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in advance either ready-made databases publicly available, or it assembled through a 

specific process according to the requirements of search. There are different types of ready-

made databases such as DARPA, KDD 99, Defcon 9, and so on. 

In this thesis, we collected two additional datasets to construct predefined a dataset. One is 

Defcon dataset available online (The iCTF Data, 2012). The Defcon data set is helpful in 

IDS testing which it represents huge network traffic includes a large number of intrusion 

alerts that IDS may analyze. Accordingly, it meant for use in stress-testing. The second data 

set conducted from Simovits (Simovits, 2012) which is the IT security consulting group. It 

is online data set which preserves a well-known ports list used by Trojans. In this process, a 

matching between the two datasets is obtained to predefined attack database 

3.5 Testing Phase  

After ending of the training phase and obtaining pre-defined database, then starts to find 

weighting and to find similarity between data. Respectively, the proposed algorithms use a 

Boolean weighted score to address the test data based on the given weight to the selected 

feature and Jaccard similarity coefficient to find the similarity between the test data and 

selected features. 

Once the pre-defined dataset had been created, the testing phase starts. The Boolean exact 

match technique is used in both of the proposed algorithms to address whether the test data 

is suspicious or not. Figure 3.5 illustrates the testing phase. 
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Figure 3.5 : The Testing Phase 
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3.5.1 The Weighted Alert Features Algorithm 

This section presents an improved Weighted Alert Features, which extends the IDS and 

Intrusion BlackList method with a feature weighting technique. Technically the Weighted 

Alert Features Algorithm or pseudo-code describes the logical sequence of steps that follow 

in solving a problem as shown in figure 3.6. Our proposed algorithm’s pseudo-code is 

shown below. 

Our Algorithm starts by two inputs functions for this algorithm which is mentioned in line 

1-2; the first one is an unknown network traffic database which is composed of records 

(M), the second is a pre-defined database which is composed of Trojan signature records 

(L). Both databases have the same number of features (n). Each of databases also has a 

counter; k and j are variables used to index the records of the network traffic DB and pre-

defined signature (PS) DB, respectively. 

Our algorithm declares the Output: set of Trojan,  which is mentioned in 

line 3;….. 

Our algorithm involves the implementation of this algorithm in two phases. The first phase 

starts by declaring an array; ƒ [ ], which is mentioned in line 5; for choose some features n. 

Our algorithm uses the for loop which is mentioned in line 6-8; for the number of feature n, 

i= {1,2,…,n}, in order to assign weights value for each chosen feature	ƒ [i]. The given 

weight of an individual should be between 0 and 1, and the summation of all features’ 

weights is 1 as introduced in (Manning, et al, 2008). The array will be used later in 

computing the similarity between two inputs DB. 

Our algorithm has the outer for loop which is mentioned in line 9; to read each row (k); k = 

{1,2,…, M}, in unknown network traffic (NT) DB. It has two variables which are to be set 
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to empty; T  , Total Similarity Weight, is variable to store the total summation of given 

weight for similar features of each record, and Max  , Maximum Similarity Weight, a 

variable which will store maximum value for the similar weight of each record with pre-

defined signature (PS) DB.  

Our algorithm use two inner loop which is mentioned in line 11-23; the first inner loop 

is to read each row (J); j = {1,2,…,L}, in pre-defined DB (PS). It setsSim to empty, 

similarity weight is a counter which will store the result of features weight matched for 

each record. And it contains the second inner for loop. It is read each column (z); z = 

{1,2,…,Q}where Q is the number of DBs’ features, that has two if condition:  

Our algorithm two conditions; the first condition checks each column in two DBs. If 

there is any match between the columns facing to each other then add Sim  and ƒ , and 

store the result in Sim  .if there is no match then read the other column. After having read 

and checked all columns then set Sim  to T . The second condition will check T  > 

Max , which if true will then save  T  to Max  and save j to the maximum ID 

number Max . Max  will return the ID number for the maximum value of similarity 

weight. After examining all the columns, and additionally all rows (j), followed by row (k) 

and finally repeating all the processes above until count (k = M) then stop. 

Where: 

 : Total similarity weight 

 : Maximum similarity weight 

: Similarity weight 

: Maximum ID number 
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Figure 3.6: The Pseudo-code of Proposed Weighted Alert Features Algorithm 

 

 

1 Input: unknown network traffic database; NT, composed of (M) records 

2 Input: pre-defined Trojan signature database; PS, composed of (L) records 

3 Output: set of Trojan,  

4 Begin 
5 Declare ƒ  [ ] of size N  

// choose some features n  
6 foreach i  in  N  do 
7     Assign weight for features  ƒ  [i] 
8 end for 
9 foreach k ∈ M do           // where M unknown (NT) DB records   
10      Set   ,  and   to Empty   
11      foreach  j ∈  L do       // L is pre-defined (PS) DB records   
12           Set  to Empty   
13           foreach  z in Q do 
14                If NT[z] equal PS[z] then 
15                   Calculate  + ƒ  [z] and store this value in  
16                end if 
17      end for  
18      Set  to  
19      If  >  then 
20           Save  in  
21           Save J in  
22      end if 
23      end for 
24     Return   ,  
25 end for 
26 End 



37 
 

3.5.2 The Blacklist Similarity Algorithm 

The similarity process analysis will be used to evaluate similar abnormal packets through 

comparison with a predefined dataset, using exact match Boolean integrated with Jaccard 

similarity method to estimate similarity of the most recently discovered intrusion alert 

features. This algorithm will improve IDS work through data refinement and the reduction 

of false alarms. The output will be an updated Blacklist database whose aim is to prevent 

future intrusive attacks. 

The exact match boolean method will determine which features of the new alert are 

matched from the predefined alerts dataset. The similarity here is a match between two 

objects or more to compute the similarity. The Jaccard similarity method will be used to 

estimate the similar new alerts with a predefined alert. In this process, the Jaccard similarity 

considers the new alert contains a set of features A = {F1, F2, F3, F4, ..., Fn} and the 

predefined and training alert contains a set of features B = {F1, F2, F3, F4, ..., Fn}. This 

research uses the Jaccard similarity to address the similar of alerts A and B. Jaccard 

similarity is obtained as follows: 

JaccSim(A, B) = | ∩ |/| ∪ |                                        (6) 

Here A ∩ B is the intersection between two sets A and B and revealing all items which are 

in both sets. A ∪ B is the union between two sets A and B and shows all items which are in 

either set. Therefore, given a set A, the cardinality of A denoted |A| counts how many 

elements are in A. 

The consequence of this process is a new algorithm called a Blacklist Similarity Algorithm, 

which will be presented in next section. 
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The blacklist similarity algorithm as shown in figure 3.7 Our proposed algorithm’s pseudo-

code is shown below: 

Our Algorithm starts by two inputs functions for this algorithm which is mentioned in 

line 1-2; the first one is Set A, as new alert contains a set of features, A = {F1, F2, F3, F4, 

..., Fn}, the second is  Set B, as predefined alert contains a set of features, B = {F1, F2, F3, 

F4, ..., Fn} 

Our Algorithm is using the match Boolean to create a new Boolean set for each feature, 

give 1 if the feature in the new alert set (A) matches the same order of the feature  in the 

predefined alert set (B), if not match give 0. Put the result in Sb.  

Our Algorithm Calculate the summation of all the 1’s in the Sb using equation below: 

∑ 			 , 	 ∈ , 1           (7) 

Our Algorithm assumes that; | ∩ |  

Our Algorithm notes that | ∩ | is the number of ones. 

Our Algorithm computes the| ∪ |. This algorithm assumes that, this equates to the total 

number of elements in A and B being subtracted from summing of all the 1’s in the Sb 

| ∪ | | | | | | ∩ |    (8) 

Our Algorithm computes the similarity between A and B using the Jaccard similarity 

method using the equation (6). 
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Figure 3.7: The Pseudo-code of Proposed Blacklist Similarity Algorithm 

 

 

 

 

1 Input: Set A, as new alert contains a set of features, A = {F1, F2, F3, F4, ..., Fn} 

2 Input: Set B, as predefined alert contains a set of features, B = {F1, F2, F3, F4, ..., Fn} 

3 Output: Similarity ratio between the alert A and alert B 

4 Begin 
5 foreach k ∈ M do    // where M unknown (NT) DB records  
6   Set  and  to Empty    
7   foreach j ∈ L do   // L is pre-defined (PS) DB records   
8        Set Sb  and 	 ,  to Empty   

9        foreach z in Q do 
10    If NT[z] equal PS[z] then 
11     Add 1 to the Sb // where Sb is a Boolean set  
12    Else  
13     Add 0 to the Sb 
14     end if 
15              end for 
16        Compute  
17        Compute |A ∩ B| 
18        Compute |A ∪ B| 
19        Compute  	 ,  

20        If	 ,  >  then 

21    Save 	 ,  as a  

22    Save J in  
23        end if 
24   end for 
25   Return	  ,  
26 end for 
27 End 
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3.6 The Blacklist Database 

Blacklisting is a list of identified attacks and access violations, plotted against a number of 

malicious threats. It can support the network security. It includes a set of selected features 

to identify threats from blacklist as IP addresses, ports numbers, and so on. It will not allow 

access to protected data when there is any suspicious contact. This research builds an 

effective intrusion blacklist by depending on the very high severity probability of a 

malicious activity to be similar to one on the known attack list. This, in turn, may help a 

security manager to specify the type of the expected attack by used it in the pre-analytical 

process for network traffic in order to raise alerts rate.  

The Weighted Alert Features algorithm supports the intrusion blacklist database by 

identifying the maximum similarity weight from the predefined dataset. Furthermore, the 

Weighted Alert Features Algorithm aids the selection of a suitable and also similar 

intrusion alerts, highlighting the importance of the new alert.  

3.7 Summary 

We had, in this chapter, a brief explanation of the proposed model, which explained each 

phase of the system in general. The new algorithms called a Weighted Alert Features 

Algorithm and Blacklist Similarity Algorithm were introduced in this chapter. In addition 

to clarifying how these algorithms work. As it will be a detailed explanation in chapter 

four. 
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Chapter 4 

Experimental Result and Analysis 

4.1 Introduction 

The earlier chapter stated the methodological of a proposed blacklist model that is used 

in constructing the model in each process. These processes collected in several steps reliant 

on a certain technology or tool. In this research, the new algorithm called “Weighted Alert 

Features Algorithm” was introduced to establish intrusion alerts based on the weighted 

score Boolean measurement. Also, the new algorithms called Blacklist Similarity 

Algorithm were introduced based on Boolean matching and Jaccard similarity technique. 

These algorithms introduced to help IDS developer and researcher to improve the decision 

making. Furthermore, to reduce the false alarm problem in advance is to enhance the 

overall of the IDS accuracy. 

In this chapter, the implementation of each phase in blacklist model will be explained. In 

addition, evaluates the proposed model based on its analysis of a dataset that contains 

different types of intrusion alerts. Each alert will be analyzed and extracted to identify set 

of different type of features, such as source IP address, destination IP address, port number, 

alert priority, time of life, type of protocol, type of service, …etc. 

4.2 Implementation of Blacklist Model Process 

To apply the proposed model, we used three datasets as illustrate in figure 4.1. The first one 

is Trojan dataset which is based on the port number that has been collected from (Simovits, 

2012). The port number is the key in determining the type of Trojan attack. And it will be 
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stored in the Excel file, whilst, the other datasets are ready-made from the site Defcon (The 

iCTF Data, 2012), which are defcon9 and defcon11. These datasets contain log files which 

are composed of unknown network traffic. Then start the advanced analysis phase to the 

collected network traffic, log files, through the snort’s rules; calling it over the command 

line of the snort software package, for finding the hidden behavior of network traffic 

between the source and destination. It includes detection phase that makes the right 

decision in a pass or drops this traffic and gives the alert. After that filter phase will be 

through selected the highest probability of the existence of attack by written code, through 

priority feature generated by Snort. At last, the blacklist similarity algorithm applied to 

identify new types of Trojan attacks to improve the performance of snort and prevent any 

new attacks in the future. Then store these new attacks in blacklist database. 

 

Figure 4.1: System Application Phases 
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4.2.1 Network Traffic Collection 

We will use NIDS, Snort. It can work to collect network traffic at real time or can work 

offline using available dataset online. We worked off-line because of the privacy of the data 

available in the university network, and get traffic from download two datasets from one of 

security web sites; Defcon, include defcon9 size 6 GB and defcon11 size 2 GB. Defcon is a 

yearly hacking conference. The conference includes a hacker competition, called Capture 

The Flag (CTF). During the competition, all network traffic was recorded and then made 

publicly available. It is very helpful in IDS testing which represents a large number of 

attack traffic that IDS may receive and only a small number of IP addresses. Accordingly, it 

meant for use in stress-testing (Valeur, et., 2004). These datasets were captured from one or 

more IDS. The result of capturing is a pcap file (packet capture library), which is an 

unreadable file containing complete information about the packets captured, alert messages. 

That needs an application like Libpcap /winpcap to read the file. And store them in DB. 

As well as we used simovits.com website, a consulting group was founded in July 1997, 

which is a Swedish site Specialists in the field of information and information technology, 

to provide information and IT security. In order to collect Trojan information to create 

Trojan dataset include Trojan name, port #, id and details as hyperlink to show attack 

description, stored in excel file, see figure 4.2, We have chosen the port number because  

identified Trojan attack depends on the port number, where Trojan dataset helps finding 

predefined database by comparing it with defcon11 dataset. The capture is then directed for 

data analyzing and detecting. 
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Figure 4.2: Trojan Dataset 

4.2.2 Analyzing and Detecting Alerts 

  We will use simple dataset named Defcon, as input in this phase which is stored in a file 

named pcap to be analyzed and detected. Then we are using Libpcap (library of Winpcap) 

which is installing with Snort. This progress reliant on applying NIDS mode, network 

traffic matching rules will be recorded. Where IDS rules, in appendix A, will be called by 

writing command line in console window: 

-c is use Rule file that identified in c:\snort\etc\snort.conf. 

-A using one of the specified alert-modes: fast, full, none. 

-r. is used to analyze a packet trace that was collected at an earlier time, a tcpdump-

formatted file. 

Cd \snort \bin 
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Snort -c snort.conf -A full -r  .\log\ ulogd.eth0.pcap 

4.2.3 Filter of Alerts 

This process intended to filter the collected data after analyzing and detecting phases using 

rules and get log file; intrusion alerts. The detected alerts will be filtered based on the 

priority feature value that snort rules included into the log file. It plays an important role to 

determine attack classifications. A priority of 1 means the highest and most severe alert, 

which probably a serious attack. After selected the highest priority, we use C sharp 

language(C# 2010), to extract features of highest intrusion alert. In addition this help in 

cleaning logs from false positive which is not real attack and help in raising the detection of 

similarity attack. The final output of this phase is generating a readable text file with 

extension alert. Then stored them in features DB to be compared with Trojan and predefine 

datasets. IDS as shown in figure 4.3. This file contains alert messages’ features, where each 

message has header and payload attributes or features including source and destination IP 

addresses, sources and destination ports, and date. After that we did extract six features; 

time, date, source IP address, destination IP address, source port, destination port. Each 

feature will be numbered from 1-6. And it will be weighted for subsequent calculation 

based on criteria that rank the importance of each feature and the frequency of its 

occurrence. These features were selected to facilitate the application process. The focus was 

on the port number in giving weight. We will put these features in SQL database to be used 

in the training dataset, taking into account that it is possible to select any number of 

features which makes the blacklist model more flexible and scalable. Furthermore, the 

useful selection of features at this stage will affect the work of IDS as shown in figure 4.4.  
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Figure 4.3: Alerts Log File of Snort 

 
Figure 4.4: Selected Features From Alert Log File 

4.2.4 Estimation Weighted Alerts 

This subsection describes the work of proposed algorithm, it consists of two phases, 

training phase, and testing phase.  

A. The training phase : 

This phase meant to learn the new proposed model through creating training dataset as 

shown in figure 4.5. In addition, the establishment of the pre-defined database contains 
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types of Trojan horse and their details. Through two tables matching ports, the process was 

conducted to find out the types of attacks by Trojan. The ports used in matching process 

are: 

1) The source port number of the most severity alerts from DC11 

2) Trojan port number knew Trojan dataset. 

Thus, we obtained a database that contains identification of Trojan types. This will be used 

as a pre-defined Trojan database in the testing phase. 

 
Figure 4.5: Sample Training Phase 

B. The testing phase: 

When a new network traffic data collects, the algorithm works to address the new data as 

suspicious or not as follows: 

First: weighting process begins with entering the test sample database contain m records of 

unknown network traffic. 
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Second: enter pre-defined database contained m records of Trojan horse types attacks. 

Third: after apply analyze, detect and filter by select the highest priority from test dataset. 

As an example we select the features (6 traits) that will be used to execute our proposed 

algorithm, taking into consideration that is possible select any number from features to be 

used in the proposed algorithm. The traits are source and destination IP address, source and 

destination port number, time and date. 

Fourth: in this step the algorithm gives weight to selected traits as shown in Table 2. This 

algorithm assumes that the source port number will be the heavier weight. The reason is 

that the determination of the most Trojan attack depends on the identifying the port number 

as mentioned by (Simovits, 2012). 

 Table 1. The Traits Weights 

Trait Source IP Destination IP Source port Destination port Time Date 

Weight 0.1 0.1 0.5 0.1 0.1 0.1 

 

Fifth: compare each record (k) from test data (m record) against all records (j) from 

predefined database (n record) where each record (k) consists of the 6 traits. Each trait will 

be matched against predefined traits. If it matched, compute the sum of similar trait 

weights. 

Sixth: after finding the sum of similarity weights, if it is greater than the maximum 

similarity weight, return the similarity weight and the record (j) value, and then save in the 

weighted list. Figure 4.6 illustrate the implementation of the algorithm. 
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Figure 4.6: Weighted Alerts Features algorithm 
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C. Create Weighted Alerts List:  

As a result from using simple proposed algorithm generated weighted intrusion alert. A 

database contains the types of suspicious attacks that have a high weight to well-known 

attacks. In Figure 4.7 shows Intrusion weighted list  that consists of input data identifier, 

predefined DB identifier and the maximum value of weights.Through the identifiers can 

retrieve all information relating to a particular type of suspicious attack. In turn, our weight 

list may possible IDS developers to get benefit from them. 

 
Figure 4.7: Intrusion Weighted List 

4.2.5 Estimation Similarity 

As we said our model consists of two phases, the training phase, and testing phase. The 

training phase has been explained earlier 
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Testing Phase: 

This phase finds a similarity between two databases. The proposed algorithm uses Jaccard 

as a similarity technique to improve the quality of the decision making. The algorithm 

works to address the suspicious data as follows: 

First: similarity process begins with entering the test sample database contained m records 

of unknown network traffic. 

Second: enter pre-defined database contain n records of Trojan horse types attacks. 

Third: after apply analyze, detect and filter by select the highest priority from test dataset. 

As an example we select the features (6 traits) that will be used to execute our proposed 

algorithm, taking into consideration that is possible to select any number of features to be 

used in the proposed algorithm. The traits are source and destination IP address, source and 

destination port number, time and date. 

Four: compare each record (k) from test data (m record) against all records (j) from 

predefined database (n record) where each record (k) consists of the 6 traits. Each trait will 

be matched against predefined traits record. If it matched, put one in the Sb, if not matched 

put zero. 

Fifth: compute all one’s in the Sb where the summing is equal to intersection between A and 

B for each record; |A∩B| 

Sixth: compute the union between A and B where |A∪B| = |A|+|B|- |A∩B| for each record 

Seventh: compute the similarity where JaccSim (A,B)=|A∩B| / |A∪B| 
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Eighth: after finding the similarity, if it is greater than the maximum similarity value, return 

the JaccSim (A, B) and the record (j) value, then save in the blacklist. 

Create Blacklist: 

The result from using simple proposed similarity algorithm generated intrusion blacklist. 

A database contains the types of suspicious attacks that have a similar rate to well-known 

attacks. In Figure 4.8 shows a maximum similar alert that consist of input data identifier 

predefined DB identifier and the maximum value of similarity. In Figure 4.9 shows 

intrusion Blacklist, which is through the identifiers can retrieve all information relating to a 

particular type of suspicious attack. In turn, our blacklist may possible IDS developers to 

get benefit from them. 

 

Figure 4.8: Maximum Similar Alert List 
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Figure 4.9:  Intrusion Blasklist 

4.3 Evaluation and Results  

This section evaluates the performance of the proposed blacklist model through a set of 

statistical measurements as Accuracy, Recall, Precision, and Specificity of the results.  The 

accuracy represents the closeness of a measured value to acceptable value. The accuracy in 

this research is the proportion of the total number of the correct intrusions predictions as 

high priority alerts to the actual alerts size, and it measured using the equation below: 

																																												 7  

Where; 

True positive / TP: the number of alerts which predicted as intrusions. 

True negative / TN: the number of alerts which predicted as normal alerts. 

False positive / FP: the number of normal alerts which predicted as high priority alerts. 

False negative / FN: the number of high priority alerts which predicted as normal alerts. 
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Table 2 shows the results of the TP, TN, FP and FN values which implemented ten times 

for different data set from Defcon 9 and 11 to evaluate the accuracy. From the experiments, 

the average of the accuracy is 0.977. This indicates that the accuracy of the results is 

closeness to an acceptable value.   

Table 2. TP, TN, FP, FN and Accuracy Result of Ten Experiments 

TP TN FP FN Accuracy 

Try 1 81397 2107 69 2038 0.975388677 

Try 2 964515 26129 1053 25076 0.974302032 

Try 3 105413 11203 21 11182 0.912352624 

Try 4 2463691 3477 1483 1994 0.998592675 

Try 5 2547277 18922 19 18903 0.99268042 

Try 6 1629950 22822 75 22747 0.986379755 

Try 7 1050204 159 11 148 0.999848647 

Try 8 2825376 53052 22 53030 0.981902657 

Try 9 8485889 84368 65 84303 0.990251686 

Try 10 4074126 170474 1112 169362 0.96138819 

 

The Recall measures the proportion of correctly predicted intrusions alerts to the actual size 

of the intrusions alerts. However the Recall also called the True Positive Rate (TPR) and 

sometimes called the Sensitivity which quantifies the avoiding of false negatives and it 

measured using the equation below: 

																																																						 8  

The False Negative Rate (FNR) measured using the equation below: 

1 1 																																												 9  
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The Precision measures the proportion of intrusions alerts that were correctly predicted 

relative to the predicted size of the intrusions alerts (Elhamahmy, et al., 2010). The 

Precision measured using the equation below: 

																																																													 10  

The True Negative Rate (TNR) measures the proportion of true negative intrusions alerts 

that are correctly predicted to negative alerts. The TNR also called the Specificity which 

does for false positives, and it measured using the equation below: 

																																												 11  

The False Positive Rate (FPR) measured using the equation below: 

1 1 																														 12  

Accordingly, the overall average of the best performance achieved by the experimental 

results with a Recall 0f 0.9764, a False Negative Rate (FNR) of 0.0236, a Precision of 

0.9997, a Specificity (True Negative Rate (TNR)) of 0.9552, and False Positive Rate (FPR) 

of 0.0448,  as shown in Table 3. 
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Table 3.  Recall, Precision, FNR, Specificity-TNR, and FPR 

Recall 
(TPR) 

Precision FNR 
Specificity 

(TNR) 
FPR 

Try 1 0.9756 0.9992 0.0244 0.9683 0.0317 

Try 2 0.9747 0.9989 0.0253 0.9613 0.0387 

Try 3 0.9041 0.9998 0.0959 0.9981 0.0019 

Try 4 0.9992 0.9994 0.0008 0.7010 0.2990 

Try 5 0.9926 1.0000 0.0074 0.9990 0.0010 

Try 6 0.9862 1.0000 0.0138 0.9967 0.0033 

Try 7 0.9999 1.0000 0.0001 0.9353 0.0647 

Try 8 0.9816 1.0000 0.0184 0.9996 0.0004 

Try 9 0.9902 1.0000 0.0098 0.9992 0.0008 

Try 10 0.9601 0.9997 0.0399 0.9935 0.0065 

4.4 Summary 

In this chapter, it has been clarified how the proposed model works. Through the use of 

Snort tool, SQL database, andVB.NET C# to:  

• Deeply analyzed to extract the information using Snort. 

• Choose features and assign a weight for each selected feature by applying the new 

proposed weighted alert features algorithm using C#. 

• Find the maximum similarity value between the input alerts and pre-defend 

database by applying the new proposed similarity algorithm using C#. 

• The result of each step has been set in tables included the blacklist using SQL 

database. 

Furthermore, the chapter presents the performance evolution of the proposed blacklist 

model through a set of statistical measurements as Accuracy, Recall, Precision, and 

Specificity of the results. 
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Chapter 5 

Conclusion and Future Works 

This chapter concludes this thesis, in addition to the future studies that could be 

conducted in relation to this study. 

5.1 Conclusion 

This study supports the IDS developer and researcher by enhancing the analysis of the 

network traffic to improve the decision making as well as to increase accuracy ratio of the 

IDS. This study is carried out based on the main limitations presented in the IDSs, which 

are false alarms. This thesis proposes a new model to pre-analyze attacks during network 

traffic. The proposed model is expected to make intrusion detection more accurate, an 

invaluable asset to IDS. In general, intrusions analysis is a critical and challenging task in 

network security management .Furthermore, features of intrusions recognition and analysis 

are an important research area in the field of network security. Obviously, to gain a higher 

ratio of intrusion detection, deeper analysis is desirable, just as more efforts to identify 

features of new intrusion using suitable network security tools. 

This thesis is expected to conclude that most intrusion analysis approaches are based on 

alert correlation techniques which are used to understand and analyze the intrusion 

occurrence. Thus, the contribution of the research is anticipated to be the formulation of 

new methods and techniques aimed at increasing the accuracy of the IDS in order for it to 

be improved as a strong preliminary intrusion analysis tool capable of establishing a more 

reliable intrusion blacklist before actual attacks occur, and to thereby help the IDS in its 

decision making. 
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The evaluation of the results shows that the proposed intrusion blacklist model provides 

useful information and increases the accuracy of detecting new intrusions. Moreover, it 

helps IDSs eliminate the most similar features of the intrusions based on the similarity of 

attack features; this helps improve the decision making process and the accuracy of the 

IDS. 

The experimental results demonstrate that blacklist process model significantly improve 

the accuracy of the IDS by increasing the ratio of the true positive alarms and decreasing 

the ratio of the false negative alarms. 

5.2 Future Work 

This study can be extended into different directions through further research and 

improvement of the present work. The possible directions for future studies are as follows:  

1. Using a new similarity measurements to improve and accurate the IDS.  

2. Developing new methods to reconstruct intrusion patterns prior to enhancing 

similarity estimation values.  

3. Creating an expert knowledge base which consists of real intrusions to improve the 

analysis of network traffic. This knowledge base would greatly improve the 

research field of IDS as it produces more accurate and solid results. 

4. Creating IDS rules to enhance the IDS rendering, considering that our work depend 

on extracted features and it is the most important phase. 

5. Using suitable technique to weight the features of alerts.  
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5.3 Limitation 

1. The size of the data used in testing phase is large and difficult to be applied, and it was 

logged as dump files that Snort could not analyze files with such extension. 

2. The applying of proposed model has been done off-line; the reason refers to the privacy 

of the data available in the university network. 
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Appendices 

Appendix A: Few Example Rules 

#   alert TCP any any -> any 80 (msg: "EXPLOIT ntpdx overflow";  

# dsize: > 128; classtype:attempted-admin; priority:10; 

# 

#   alert TCP any any -> any 25 (msg:"SMTP expn root"; flags:A+; \ 

#       content:"expn root"; nocase; classtype:attempted-recon;) 

# 

# The first rule will set its type to "attempted-admin" and override  

# the default priority for that type to 10. 

# 

# The second rule set its type to "attempted-recon" and set its 

# priority to the default for that type. 


